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Data Protection Policy  
This policy outlines Essendene Lodge School’s approach to handling, using 

and storing data. 
 
Introduction  
Essendene Lodge School needs to gather and use certain information about individuals. These can 

include customers, suppliers, business contacts, employees and other people the organisation has a 
relationship with or may need to contact.  
This policy describes how this personal data must be collected, handled and stored to meet the 

company’s data protection standards — and to comply with the law. 
 
The Data Protection Act 1998 protects an individual’s rights in the context of their information. The 
General Data Protection Regulation (GDPR) is an EU Regulation which has replaced the current 

legislation and it is to be adopted by/come into force on 25 May 2018.   
As a school we process large amounts of personal data about members of the school community. Under 
the Data Protection Act, the school must process such personal data fairly. This includes telling pupils 
and parents how their personal data will be held and used by the school. This Data Protection Policy is 

intended to help meet that legal requirement. It should be noted that data protection should always take 
second place to safeguarding and child protection. If there is a potential conflict between the two 
competing requirements, the welfare of the child is paramount.  

 
This policy is intended to provide information about how the school will use or process personal data 
about individuals including current, past and prospective pupils; and their parents, carers or guardians 
(referred to in this policy as "parents"), staff and visitors. It applies in addition to the school's terms and 

conditions, and any other information the school may provide about a particular use of personal data.  
  
Anyone who works for, or acts on behalf of, the school (including staff, volunteers and service providers) 

should also be aware of and comply with this Data Protection Policy, which also provides further 
information about how personal data about those individuals will be used.  
The Principal is ultimately responsible for ensuring that Essendene Lodge School meets its legal 
obligations. 

 
Essendene Lodge School is the Data Controller for the school under the Act as it holds and uses personal 
information.  

The school decides how and why the information is used and has a responsibility to establish workplace 
practices and policies that are in line with the GDPR.  
As Data Controller Essendene Lodge School:  

• Manages and process personal data properly 

• Protect the individual’s right to privacy 
• Provide an individual with access to all personal data held on them  

 
Everyone responsible for using data has to follow strict rules called ‘data protection principles’. They 
must make sure the information is:  

• used fairly and lawfully 
• used for limited, specifically stated purposes 
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•  used in a way that is adequate, relevant and not excessive 

• accurate and kept for no longer than is absolutely necessary 
•  handled according to people’s data protection rights 

• kept safe and secure 
• not transferred outside the UK without adequate protection  

 

Essendene Lodge School is committed to maintaining the principles at all times. This means that the 
school will: 

• Inform the people whose data is being stored 

• why the school needs their personal information, how they will use it and with whom it may be 
shared. This is known as a ‘Privacy Notice’ 

• Check the quality and accuracy of the information held 
• Apply the records management policies and procedures to ensure that information is not held 

longer than is necessary (either until a former pupil’s 25th birthday, or longer in the case of 

Child Protection files) 
• Ensure that when information is authorised for disposal it is done appropriately 

• Ensure that appropriate security measures are in place to safeguard personal information 
whether it is held in paper files or on a computer system  

• Only share personal information with others when it is necessary and legally appropriate to do 

so 
• Set out clear procedures for responding to requests for access to personal information known as 

‘Subject Access Request’ in the Data Protection Act 1998  
• Ensure staff are aware of their responsibilities and of the school’s policies and procedures 

  

 
Types of Data held by Essendene Lodge School 
The school may process a wide range of personal data about individuals including current, past and 
prospective pupils and their parents as part of its operation, including by way of example: 

• Names, addresses, telephone numbers, e-mail addresses and other contact details facilities 
• Bank details and other financial information, e.g. about parents who pay fees to the school or 

payroll details for members of staff   
• Past, present and prospective pupils' academic, disciplinary, admissions and attendance records 

(including information about any special needs) 

• Information about individuals' health, and contact details for their next of kin 
• References given or received by the school about pupils and staff, and information (such as 

details on safeguarding concerns) provided by previous educational establishments and/or other 
professionals or organisations working with pupils 

• Images of pupils (and occasionally other individuals) engaging in school activities 

 
The school usually receives personal data from the individual directly (or, in the case of pupils, from 
parents). However, in some cases personal data may be supplied by third parties (for example another 

school, or other professionals or authorities working with that individual), or collected from publicly 
available resources.  
 
The school may, from time to time, need to process sensitive personal data regarding individuals. This 

type of data could include information about an individual's physical or mental health, race or ethnic 
origin, political or religious beliefs, trade union membership or criminal records and proceedings. 
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Sensitive personal data is entitled to special protection under the Act, and will only be processed by the 
school with the explicit consent of the appropriate individual, or as otherwise permitted. 

  
As part of its operations, the school will use (and where appropriate share with third parties) personal 
data about individuals for a number of purposes, including: 

• For the purposes of pupil selection and to confirm the identity of prospective pupils and their 

parents 
•  To provide education services (including SEND support), careers advice and extra-curricular 

activities to pupils; monitoring pupils' progress and educational needs 
•  For the purposes of management planning and forecasting, research and statistical analysis, 

and to enable the relevant authorities to monitor the school's performance 

• To give and receive information and references about past, current and prospective pupils, 
including relating to outstanding fees or payment history, to/from any educational institution 

that the pupil attended or where it is proposed they attend; and to provide references to 
potential employers of past pupils  

• To safeguard pupils' welfare and provide appropriate pastoral (and where necessary, medical) 

care, and to take appropriate action in the event of an emergency or accident, including by 
disclosing details of an individual's medical condition where it is in the individual's interests to do 
so, for example for medical advice, insurance purposes or to organisers of school trips or holiday 
clubs 

• To monitor (as appropriate) use of the school's IT and communications systems in accordance 
with the school's IT acceptable use policies 

• To make use of photographic images of pupils in school publications, on the school website and 

(where appropriate) on the school's social media channels 
• For security purposes, and for regulatory and legal purposes (for example child protection and 

health and safety) and to comply with its legal obligations 
•  Where otherwise reasonably necessary for the school's purposes, including to obtain 

appropriate professional advice and insurance for the school 

 
Safeguarding Practice and sharing of information  
The school will share information with the child’s prospective school when moving on form ELS. All 

records will be forwarded to the child’s new school including but not limited to safeguarding.  ELS will 
also request information about a child joining us from another school, this will include any safeguarding 
concerns as well as reports and records of attainment. Information about a pupil may be shared if it is in 
the best interest of the child and/or organisation.  

• The Data Protection Act does not place a barrier to sharing information where the failure to do 
so would result in a child or vulnerable adult being placed at risk of harm. 

• Human rights concerns, such as respecting the right to a private and family life would not 

prevent sharing where there are real safeguarding concerns. 
• The Local Safeguarding Children Board (LSCB) can require an individual or body to comply with 

a request for information, as outlined in section 14B of the Children Act 2004. This can only take 
place when the information requested is for the purpose of enabling or assisting the LSCB to 
perform its functions. Any request for information about individuals should be necessary and 

proportionate to the reason for the request and should be made to Designated Safeguarding 
Lead and Data Protection lead should be made aware of this 

 
Subject Access Requests  
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• Individuals have the right under the Act to access personal data about them held by the school, 

subject to certain exemptions and limitations set out in the Act. Any individual wishing to access 
their personal data should put their request in writing to school. 

• Information about a child may be released to a person with parental responsibility, although the 

best interests of the child will also be taken into consideration. In general, the school will 
assume that pupils’ consent to disclosure of their personal data to their parents, e.g. for the 
purposes of keeping parents informed about the pupil's activities, progress and behaviour, and 
in the interests of the pupil's welfare, unless, in the school's opinion, there is a good reason to 

do otherwise.  
• According to the Information Commissioner’s Office guidelines, the request may incur a charge. 
• If an individual/parent/staff believes that any information held on him or her is incorrect or 

incomplete, then they should write to the school as soon as possible. The School will promptly 
correct any information found to be incorrect 

 
Staff Data Protection  
The following Data Protection Code of Conduct should be adhered to at all times: 

• Staff should only ever share information on a need to know basis, however,  Data protection 

should never be used as an excuse for not sharing information where necessary; the welfare of 
the child is paramount 

• Seniority does not give an automatic right to information 

• All emails are disclosable, unless exemptions apply 
• Only keep data for as long as is necessary 

• O track and other relevant information should only be kept securely on school laptops that are 
password protected  

• Where appropriate staff will be given encrypted memory keys 
• Staff must ensure that measures are taken to avoid the accidental loss of, or damage to, 

personal data.  
• For pupils on residential trips, medical information and other relevant information (e.g. passport 

details) may be taken off site by the trip leader but must be carefully managed and kept 

securely 
 
Use of Photographs  
Parents are asked to sign a consent form to allow images of their children to be used in school and also 

on social media as well as newsletters and websites. Parents are given information about the types of 
uses made of the pupils’ photographs, and are given the option to opt out. 
 

Staff should be mindful of the school code of conduct when taking photograph and must share with 
pupils the purpose of the photos and where they might be used. The names of pupils who are not 
allowed to feature in published photographs are distributed to staff and a list is placed in the staffroom. 
 

Breach of Data 
A personal data breach may mean that someone other than the school gets unauthorised access to 
personal data. But a personal data breach can also occur if there is unauthorised access within the 

school or if a member of staff accidentally alters or deletes personal data. 
In the event of a breach, the member of staff must notify the school within 24 hours of becoming aware 
of the breach. This notification must include at least: 

• The member of staff’s name and contact details 
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• The date and time of the breach (or an estimate) 

• The date and time that the breach was detected it 
• Basic information about the type of breach 

•  Basic information about the breach of personal data concerned  
 
The School will then make a judgement on the best course of action which is likely to include notifying 

the Principal and/or ICO. 
 
 
Storage of Records   

All pupil records should be kept secure at all times. Paper records, for example, should be kept in 
lockable storage areas with restricted access, and the contents should be secure within the file.  
Equally, electronic records should have appropriate security. Access arrangements for pupil records 

should ensure that confidentiality is maintained whilst equally enabling information to be shared lawfully 
and appropriately, and to be accessible for those authorised to see it.  
In order to mitigate against the loss of electronic information, the school operates a back-up system for 
all information held electronically to enable the restoration of the data in the event of an environmental 

or data corruption incident.  
 
The School has digital and paper-based data.  
Digital Records:  

• Digital records can be lost or misappropriated in huge quantities very quickly. Access to sensitive 
data - or any large quantity of data - should as a minimum be password-protected 

• Personal information should not be stored on the hard drive of any laptop or PC unless the 
device is running encryption software. Staff are advised not to hold personal information about 
students or other staff on mobile storage devices including memory sticks unless password 

protected 
  

• Alternative ways of sharing data can be used such as shared Google Drive 

 
• Emails, whether they are retained electronically or printed out as part of a paper file are also 

"records" and may be particularly important: whether as disclosable documents in any litigation, 

or as representing personal data of the sender (or subject) for data protection/data privacy 
purposes. Again, however, the format is secondary to the content and the purpose of keeping 
the document as a record 
 

•  It is important that all staff bear in mind, when creating documents and records of any sort 
(and particularly email), that at some point in the future those documents and records could be 

disclosed - whether as a result of litigation or investigation, or because of a Subject Access 
Request under the Act. It is therefore crucial that all documents are accurate, professional and 
as objective as possible  
 

Paper records  
Paper records on pupils/parents/staff are stored securely in a locked cabinet in Headteachers office 
and/or secured locked cupboards in school office. 
These can only be accessed by authorised personnel.  
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Retention/ Deletion of Records 
The school is obliged to keep pupil records until a child’s 25th birthday and longer for vulnerable pupils. 

Issues of back-up or migration are approached in line with general school policy such as schools own 
network.                                                                                                                                                                       
Reviews must be conducted on a regular basis in line with the guidance on suggested retention periods, 
to ensure that all information being kept is still relevant and (in the case of personal data) necessary for 

the purposes for which it is held. 
The destruction or permanent erasure of records must be carried out securely - with no risk of the re-
use, disclosure or re-construction of any records or the information contained in them 

 
For confidential, sensitive or personal information to be considered securely disposed of, it must be in a 
condition where it cannot either be read or reconstructed. 
Paper records should be shredded using a cross-cutting shredder; CDs / DVDs / discs should be cut into 

pieces. Hard-copy images, AV recordings and hard drives should be dismantled and destroyed and old 
PCs must be wiped clean whenever necessary.  
 

  
 
 
The School is required to notify the Information Commissioner (ICO) of the processing of 
personal data. In accordance with the Data Protection Act 1998, the school has notified the 
Information Commissioner's Office of its processing activities. The school's ICO registration 
number is Z2273064 and its registered address is Essendene Road, Caterham, Surrey CR3 
5PB.   
 
July 2019 
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